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Abstract - Steganography is the term used to describe the
hiding of data in images to avoid detection by attackers. It isan
emerging area which isused for secured data transmission over
any public media. In this study a novel approach of image
steganography based on LSB (Least Significant Bit) insertion
and RSA encryption technique for the lossess jpeg images has
been proposed. This paper discusses an application which
ranks images in a users library based on their suitability as
cover objects for some data. The data is matched to an image;
so there is less chance of an attacker being able to use
steganalysis to recover the data. The application first encrypts
the data using RSA algorithm. The message bits are embedded
into the image using Least Significant Bits insertion. Before
embedding, the message bits are encrypted using RSA
algorithm, resulting in increased robustness. This would
decrease the intentional attacks which try to reveal the hidden
message. At the receiver side reverse operation has been
carried out to get back the original information.

Keywords — Data Hiding, Encryption Technique, Image
Steganogr aphy, L SB, Steganalysis.

. INTRODUCTION

Recently, information hiding techniques have attracted
much research interests from the field of information
security [1]. This paper discusses a data hiding application
using steganography. The purpose of this paper is to create a
user friendly steganography application that allows users to
hide private data in image files. The goa is to make this
steganography application less vulnerable to steganalysis.

Steganography is one of the most vital research subjectsin
the field of security communications. It differs from
cryptography in the sense that where cryptography focuses
on keeping the contents of a message secret, steganography
focuses on keeping the existence of a message secret [2, 3].
Another form of information hiding is digital watermarking,
which is the process that embeds data called a watermark, tag or
label into a multimedia object such that watermark can be
detected or extracted later to make an assertion about the object.
The object may be an image, audio, video or text only [4].

Steganography makes the job of the attacker more difficult
because the very existence of the asset is hidden. The
importance of steganography in maintaining confidentiality
can be illustrated with a smple example. Imagine two
coworkers, Alisa and Bobb, are communicating with each
other over the internet. Jack, an attacker, has access to this
communication link, so she eavesdrops on Alisa and Bobb’s
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communications. If Alisa is asking Bobb if he is free for
lunch, then Alisa probably does not mind if Jack reads this
message. Thus, Alisa can send her query to Bobb aong the
communication link in plain text. However, if Alisa is
sending Bobb confidential  information, such as
specifications for their company’s latest project, then she
probably does not want Jack to be able to read these
messages. Therefore, Alisa will likely encrypt her messages.
A problem arises because the encrypted text is likely
garbled, nonsensical data. Thus, Jack, even though she
cannot read the encrypted messages, will know that Alisa
has a secret that she is sending to Bobb. Jack can then take
the encrypted message and attempt to crack it. Thisis a very
real problem because as computational power increases,
encryption is becoming easier to break [5]. However, if
Alisa uses steganography, and hides her secret message in a
generic image file, then she can transmit her secret message
to Bobb without evoking Jack’s suspicion. For instance,
Alisa can hide her secret message in a picture of her garden.
She can then send the image, with the secret message hidden
inside it, to Bobb. Jack will think Alisaisjust sending Bobb
a harmless picture, so she will ignore that communication
between Alisa and Bobb. Thus, Alisa and Bobb defeat Jack.
An assumption can be made based on this model is that if
both the sender and receiver share some common secret
information then the corresponding steganography protocol
is known as secret key steganography where as pure
steganography means that there is none prior information
shared by sender and receiver. If the public key of the
receiver is known to the sender, the steganographic protocol
is called public key steganography [6, 7]. For a more
thorough knowledge of steganography methodology the
reader may see [8, 3]. Although all digital file formats can be
used for steganography, but the image and audio files are
more suitable because of their high degree of redundancy
[3]. Fig. 1 shows the different categories of file formats that
can be used for steganography techniques.

Steganogr aphy
Text Image Audio/video Protocol

Fig.1: Steganography Category
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A block diagram of a generic image steganographic
systemisgivenin Fig. 2. A message is embedded in a digital
image (cover image) through an embedding algorithm, with
the help of a secret key. The resulting stego image is
transmitted over a channel to the receiver where it is
processed by the extraction algorithm using the same key.
During transmission the stego image, it can be monitored by
unauthenticated viewers who will only notice the
transmission of an image without discovering the existence
of the hidden message.

| Cover Image |

l

Secret Embedding Algorithm
Message 7'y

\ 4
Communication
Channel

Extracting Algorithm AJ

Fig. 2. Image Steganographic System

Secret Key

Secret Message |«

As mentioned in the example, attackers have more
computing power now than ever before. This means that
attackers are better able to break encryption agorithms and
these capabilities will only increase in the future. DES, an
encryption standard that was used by many national
governments, successfully withstood attacks for many years
since the mid 1970s.However, Biham et a mentions a
cryptanalytic attack that can break DES in only a few
minutes [9]. Another example of a broken encryption
algorithm is WEP. WEP was designed to provide
confidentiality to users on wireless networks. Stubbfield et a
illustrates how WEP can be broken within hours. DES and
WEP are examples of two encryption algorithms that were
thought to be secure at the time of their design, but were
broken in the future when attackers had more powerful
computational resources [10]. These examples prove that
encryption is not enough to stop attackers from gaining
access to confidential information. It must also be employed
to protect confidential assets from being compromised by
attackers.

Steganography applications that hide data in images
generally use a variation of least significant bit (LSB)
embedding [11]. In LSB embedding, the data is hidden in
the least significant bit of each byte in the image. The size of
each pixel depends on the format of the image and normally
ranges from 1 byte to 3 bytes. Each unique numerical pixel
value corresponds to a color; thus, an 8-bit pixel is capable
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of displaying 256 different colors [12].Given two identical
images, if the least significant bits of the pixelsin one image
are changed, then the two images till look identical to the
human eye [11]. This is because the human eye is not
sensitive enough to notice the difference in color between
pixels that are different by 1 unit [11]. Thus, steganography
applications use LSB embedding because attackers do not
notice anything odd or suspicious about an image if its
pixel’s least significant bits are modified [11].

Unfortunately for every computer security strategy, there
are attackers who develop countermeasures to defeat that
security strategy. Steganography is no different; attackers
combat steganography using steganaysis. Steganalysis is a
process where attackers analyze an image to determine
whether it has hidden data in it. A common steganalysis
approach is to graph the pixel values of an image that is
suspected of containing hidden data. Statistical analysis is
then performed on the graphed pixel values [13]. The
attackers hope to find anomalies in the statistical analysis of
these images. These anomalies may indicate that the image
contains a hidden message, and the anomalies may offer
some insight into how to extract the hidden message. In this
paper a specific image based steganographic model has been
proposed which uses a JPEG lossless image as the cover
data and the secret information is embedded in the cover to
form the stego image. Before embedding the secret
information has been encrypted using the public key RSA
algorithm. This application also provides a utility to convert
JPEG images in the lossess JPEG images. We choose JPG
images for this application because most images shared by
people today are in the JPG format. Thus to an attacker, the
fact that an image other than that of JPEG format is being
transferred between two entities could hint of suspicious
activity. So this can be an improvement by using JPEG
L ossless images.

To combat steganalysis, this application performs an
analysis on the user’s library of images. This analysis allows
users to hide their data in the image that is least likely to be
vulnerable to steganalysis.

Section |l describes the proposed model. Section ||
describes different procedures for different processes used at
both at sender side and receiver side. Results and discussions
are shown in Section 1V. Section V describes the

implementation part and section V1 draws the conclusion.

Il. PROPOSED M ODEL

Fig. 3 shows the flow chart for the proposed image
steganographic model. A wuser friendly GUI is aso
incorporated with this application.

Sender Side : The input message is in the text form, and
is converted into a bit stream. The application then encrypts
this data using the recipient’s RSA public key. Each bit of
the encrypted data is compared to the least significant bit of
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the pixel bytes in an image. The comparisons are made
starting from the first byte in the image until the last byte
that permits all the data to be hidden in that image. The
application cycles through the pixels of the image looking
for the block of bytes that result in the least number of LSB
changes. The image is then given a rank based on the
percentage of least significant bits that match the encrypted
data bits. Consider, for example 10 bits of encrypted data
that need to be hidden in an image with a bit pattern of
10000000001. If some block of bytes in the image has least
significant bits with a pattern 1000000011, this would result
in the image receiving a ranking of 90%, because nine of the
ten bits are an exact match.

Each image in the user’s library is ranked as described
above and the user is presented with the list of ranked
images. The user is then free to choose which image to use
to hide the data. The application does not automatically
select the highest ranked image. After hiding data, the stego
image is obtained.

Receiver Side : At the receiver side, the data or message
is obtained from the stego image. Then this message is
decrypted only by the recipient’s RSA Private Key.

Commumiation
Charewel

Fig 3: Proposed Steganography System
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(a). Sender side
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(b). Receiver side
Figure 4: GUI based Steganographic system

I11. PROCEDURESFOR PROPOSED SYSTEM

In this section, procedures for different processes used
both in the sender side and receiver side are discussed.

Procedures For Hide Text: This procedure hides the
encrypted data into the image by searching the best position
in the image. The best position defines those Least
Significant Bits of the image which extremely match with
the encrypted data bits. The output of this procedure is the
updated image in which datais hidden.

(@) Procedure HideText;
Input : message, publicKeyExponet, publicKeyModulus,
imageFol derPath.
Output : finallmage(steganographic image containing
message), rank
Start
encryptedData =
encrypt(message, publicK eyExponent,publikK eyM odul us)
For al image image in imageFolderPath
Declare pixelg height(image)] [width(image)];
Declare totalchange
Declare image L SBarray[length(pixels)]
pixels = getpixel (image);
Imagel SBarray = getL SBs(Pixels);
bestPositionList =
getBestPositionList(imagel SBarray,encyptedData,
total change)
Set:
updatedl mage = getStegal mage(pixels, encryptedData,
bestPositionList)
Rank:=(length(imagelL SBarray)-totalchange) /
length(imagel SBarray)
For image selected by User
finallmage:= updatel mage ofimage
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save bestPositionList to filesystem
save finallmage to filesystem
End;

(b) Procedure
getBestPositionL ist(imagel SBarray,encyptedData);
Output: PosList pos (List of position elements), totalchange
Start
Totalchange:= 0
For i = 0 to length(encyptedData)-1
Set: index =0
Set: result = 32
For j = 0 to length(imageL SBarray)-1
If imageL SBarray(j) = -1
Continue Set:
temp=getBitChanges(imagel SBarray(j),encryptedData(i)
If temp < result
Set: Index =b
Set: result = temp
Set: imagel SBarray(index) = -1
Tota change:=totalchange + result
Set: pos(j) = index
Return pos
End;

(c) Procedure get Stegal mage(pixels, encData, bestPoss)
Output updatedimage
Start
Set: Pixeldsbarray = getL SBs(pixels);
Set: encBitArray = getBitArray(encData)
For i = 0 to length(bestPoss)-1
Forj=0to31
Set: pixelsisbarray(bestPoss(i)*32 +j) =
encBitArray(i*32 + j)
Update pixels array by pixeld sharray
updatedimage := getl mageFrompixel s(pixels)
Return pos
End;

(d) Procedure getpixel(image);
Output: pixles (Two dimensiona List of pixel in image)
Start
For i = 0 to height(image)-1
For j = 0 to width(image)-1
Pixels(i)(j) = image.getRBG(j i)
Return pixels
End;
(e) Procedure encrypt(message,e,n);
Output: ciphertext C (List of encrypted int elements)
Start
For i = 0 to length(message)-1
C(i) = message(i)® mod n
Return C
End;
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Procedure for Reveal Text: This procedure reveals the
secret message which is hidden in the best position of the
stego image. This message is in the encrypted form so the
message is decrypted by the receiver’s private key. Then the
original message is presented to the receiver.

() Procedure Reveal Text;

Input: image, privateK eyExponet,
privateKeyModulus,posfile (data position file).

Output: information

Start

encryptedData = getEncData(i mage, posfil€)

information := decrypt(encryptedData,privateK eyExponent,
privateK eyM odulus)

End;

(b) Procedure getEncData (image,posfile)
Output data

Start

Set: pixels = getPixels(image)

Set: encArray = LSBs(pixles)

Set: bestPositions := read data from posfile
For i = 0 to length(bestPositions)-1

data(i) = encArray(bestPosition(i))

return data

End;

(c)Procedure getpixel (image);

Output: pixles (Two dimensional List of pixel inimage)
Start

For i = 0 to height(image)-1

For j = 0 to width(image)-1

Pixels(i)(j) = image.getRBG(j i)

Return pixels

End;

(d)Procedure getL SBS(Pixels);

Output: LSBslsb (List of Isb of RGB element in pixels)
Start

For i = 0 to length(Pixels)-1

Forj=0to2

Isb(3*I +]) = Isb of bytej in pixel(i)

Return C

End;

(e)Procedure decr ypt(message,d,n);
Output: plaintext P
Start
For i = 0 to length(message)-1
P(i) = message(i)® mod n
Return P
End;
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[V.IMPLEMENTATION

The proposed algorithm is implemented using Java (JDK
1.6). A utility is developed for RSA agorithm. With the help
of this utility user can generate public and private keys by
providing two prime numbers. The user can enter prime
numbers according to hisher choice and an automatic
generated prime numbers are also provided as an aid to the
user. The utility generates a pair of public and private key,
which can be saved in the file or user may remember these
keys.

The image utility takes the jpeg image or the folder of
images (users library) and convert them into lossless jpeg
images. The path is provided by the user in which these
converted images are saved.

By the “hide text” utility sender can hide his’her secret
message which he required to be send to the receiver. In the
text box user can type the secret message and this message is
encrypted with the receiver’s RSA public key. This key is
loaded from the file where it was saved. Finally the user has
its encrypted form. After this the user’s library (the jpeg
lossless images) is selected and the encrypted message is
hiding in all images of the library or folder. This application
determines the rank of the images according to the number
of bits changed that is the bits of the encrypted message is
compared with the Least Significant bits of the whole image.
Where the maximum number of bit match is found the
message is hiding in that place. In other words the maximum
is the rank less number of bitsis changed in the image. This
process is repeated for al the images in the user’s library.
Then the ranking is available for all the images. The user is
then free to choose which image to use to hide the data. The
application does not automatically select the highest ranked
image. The reason this final choice is left to the user is
because while an image might be most suited to hiding the
data, the image may not be one you would like to share.

The stego image is obtained by user at the receiver side.
The user then gets the message in the encrypted form. The
recipient then decrypts the message only with his private key
which is made available to him through any media. After
decryption user gets the original message. The revea text
utility is developed for this.

This application is tested on a set of following six images
for which different ranking is determined by the program.
This study is proceeding with the ‘Chrysanthemum’ image
because it was ranked at 99.93% by this utility.
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(8) Desert- Original Image Image with hidden data

(b) Chrysanthemum-
Original Image

Image with hidden data

(c) Hydrangeas—

Original Image I mage with hidden data

(e) koala - Original Image I mage with hidden data
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(f) Lighthouse - Original Image Image with hidden data
Figure 5: original image and image with the hidden data

The following table summarizes the ranking provided by this
application:

S.No. Image Rank(in
per centage)
1. Desert 98.33
2. Chrysanthemum 99.93
3. Hydrangeas 99.12
4. Jellyfish 98.21
5. Koaa 99.11
6. Lighthouse 98.23

Table 1: Images with the ranking provided by the
application

V. RESULTSAND DISCUSSIONS

In order to test the proposed technique, the
‘Chrysanthemum’ image of size 1024 x 768 is used. The
selected images are converted to lossless JPEG format. The
cover image used to hide data is shown in Figure 6(a). The
data hidden in the file is the string ‘Indiais my country and |
feel proud to be an Indian’ encrypted using a public key. The
image with the hidden data is shown in Figure 6(b). These
images are visually identical as can be seen.

I nternational Jour nal of Electronics Communication and Computer Engineering

Volume3, Issue 1, ISSN 2249 -071X

Fig.6: (a). Original Image (b). Image with hidden data

A graph between the number of characters in the message
and the bits changed in the image is plotted. The graph is
shown in thefig. 7. It is observed that the numbers of hidden
characters are proportional to the numbers of LSBs changed
in the image i. e. the graph grows linearly. It shows that the
number of bits changed in the image with respect to the
number of characters in the message. So the distortion in the
image will be less.
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Fig 7. Show the number of charactersgoeson increase-
the number of bitsin the message also increases.

Fig. 8(a) shows the portion of the same image. The portion
of the above image of fig. 6(b) is magnified three times and
fig. 8(b) shows the corresponding image equally magnified
following steganography with this application. It can be seen
that there is no visually difference between the two images.
This in itself does not necessarily aert the existence of
steganography to an attacker.
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Fig. 8(a) Original Image - M agnification x3
(b) Image with hidden data -

Fig. 8(b) Image with hidden data - M agnification x3

The previous work has done with the bmp file format. BMP
files are bigger compared to other formats which render
them improper for network transmissions and to hide a
secret message inside a BMP file, one would reguire a very
large cover image and moreover most images shared by
people today are in the JPG format. The act of sending other
images in itself could cause an attacker to be suspicious of
the image. This establishes the fact that this approach of
steganography model has improved level of security by
incorporating the idea of RSA agorithm, with the use of
encrypted form of the original message. The use of private
key by the receiver to decrypt the message has further
enhanced the level of security and make sure that the
receiver isthe intended recipient of the message.

VI. CONCLUSION

A new and efficient steganographic method for embedding
secret messages into images without producing any major
changes has been proposed here through LSB method. In
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this paper authors have used the two stage security for
message hiding and transmission. A combination of LSB
insertion and the RSA public key algorithm is used to obtain
secure stego image. The RSA algorithm has been used to
generate the encrypted form of the message in order to
achieve high level of security. The encrypted form of the
message is embedded into the cover image. This property
enables the method to avoid steganalysis. The integrated
approach of combining the above two methods enable secure
transfer of the message compared to earlier techniques.
Presently, this application supports hiding data in lossless
jpg images. Future improvement of this application would be
extending its functionality to support hiding data in video
files or in other file format.
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